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TIP 1. CHANGE PASSWORD REGULARLY
Password change should be a culture to everyone. Put in place a policy to change passwords at regular intervals
(monthly). As an additional measure, small businesses should enable multi-factor authentication (MFA) on employees’
devices and apps.

TIP 2. LOCK PG POLICY
Don't leave your computer alone. Even at work, someone might try to
look at your files. To keep your information safe, set your computer to
lock itself after 30 seconds of not being used. This way, no one can see
what you're doing when you step away.

TIP 3. DEPLOY ANTIVIRUS SOFTWARE
Choose a program that blocks viruses, malware, and phishing attacks. It
should also have tools to clean infections and restore your device to its
original state. Remember to keep your software updated for ongoing
protection against new threats.

TIP 4. USE PASSWORD MANAGERS
Safeguard your business by using a password manager. It creates strong, unique passwords for all online accounts,
protecting sensitive data and preventing data breaches, ultimately building customer trust. This is also a tip to help staff
not to reuse the passwords. It's also safe to note that you need a secure password manager.

TIP 5. RESTRICTING AGCESS TO WI-FI NETWORKS
If your business has Wi-Fi available for employee use, make sure it is secure (password-protected) and is hidden. If you
provide public Wi-Fi for customers, ensure it only allows users internet access, not business critical network access. Never
use public Wi-Fi hotspots to access your company network, as data can often be transmitted in plain text for potential
Wi-Fi detectors to see.

TIP 6. USE OF TRUSTED TECHNOLOGIES
It is essential to install only trusted technologies (both hardware and software) to prevent cyber-attacks. Discourage
staff from downloading third-party apps, or apps from unknown sources, as they may contain or spread malware on
the network.

TIP 7. STAY INFORMED ON THE LATEST CYBER NEWS
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Cybercriminals are always getting smarter. To protect your business, you need to stay informed. Read about
cybersecurity safe tips, attend online talks, and join industry groups. Knowing what to expect can help you stay safe.

TIP 8. LIMIT ACCESS TO SENSITIVE DATA
Within your business, restrict the number of people with access to critical data to a minimum. This will minimise the
impact of a data breach and reduce the possibility of bad faith actors from within the company gaining unauthorised
access to data. Set out a plan which outlines which individuals have access to certain levels of information, so that roles
and accountability are clear to all involved.

TIP 9. MOBILE DEVICE SECURITY
Your employees’ smartphones are potential gateways for cyberattacks. Equip them with robust mobile security
software. Look for antivirus protection that guards against viruses, malware, and phishing. Ensure the software can
clean infections and restore devices to their original state. Regular updates are crucial to staying ahead of emerging
threats. This layered defence protects your business data and maintains customer trust.

TIP 10. BACKUP DATA DAILY EXTERNALLY
To help, make use of a backup program that automatically copies your files to storage. In the event of an attack, you
can restore all your files from your backups. Choose a program that gives you the ability to schedule, or automate,
the backup process, so you don't have to remember to do it. Store copies of backups offline so they don't become
encrypted or inaccessible if your system suffers a ransomware attack.
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